Abstract-In this paper, it is proven that a family of 2k-variable Boolean functions, including the function recently constructed by Tang et al. [IEEE TIT 59(1): 653-664, 2013], are almost perfect algebraic immune for any integer k ≥ 3. More exactly, they achieve optimal algebraic immunity and almost perfect immunity to fast algebraic attacks. The functions of such family are balanced and have optimal algebraic degree. A lower bound on their nonlinearity is obtained based on the work of Tang et al., which is better than that of Carlet-Feng function. It is also checked for 3 ≤ k ≤ 9 that the exact nonlinearity of such functions is very good, which is slightly smaller than that of Carlet-Feng function, and some functions of this family even have a slightly larger nonlinearity than Tang et al.'s function. To sum up, among the known functions with provable good immunity against fast algebraic attacks, the functions of this family make a trade-off between the exact value and the lower bound of nonlinearity.
I. INTRODUCTION
Boolean functions are frequently used in the design of stream ciphers, block ciphers and hash functions. One of the most vital roles in cryptography of Boolean functions is to be used as filter and combination generators of stream ciphers based on linear feedback shift registers (LFSR). The study of the cryptographic criteria of Boolean functions is important because of the connections between known cryptanalytic attacks and these criteria.
In recent years, algebraic and fast algebraic attacks [1] , [7] , [6] have been regarded as the most successful attacks on LFSR-based stream ciphers. These attacks cleverly use over-defined systems of multi-variable nonlinear equations to recover the secret key. Algebraic attacks lower the degree of the equations by multiplying a nonzero function; fast algebraic attacks obtain equations of small degree by linear combination.
Thus the algebraic immunity (AI), the minimum algebraic degree of annihilators of f or f + 1, was introduced by W. Meier et al. [16] to measure the ability of Boolean functions to resist algebraic attacks. It was shown by N. Courtois and W. Meier [7] that maximum AI of n-variable Boolean functions is n 2 . A preprocessing of fast algebraic attacks on LFSR-based stream ciphers, which use a Boolean function f : GF (2) n → GF (2) as the filter or combination generator, is to find a function g of small degree such that the multiple gf has degree not too large. The resistance against fast algebraic attacks is not covered by algebraic immunity [8] , [2] , [14] .
Several classes of Boolean functions, e.g., [4] , [21] , [17] , [18] , are observed through computer experiments to have good behavior against fast algebraic attacks, but in previous literature only Carlet-Feng function (see [9] , [4] ), which is affine equivalent to discrete logarithm function [11] , was proven in [15] to have good immunity against fast algebraic attacks (and the function was also proven to be optimal against fast algebraic attacks).
In this paper, we investigate the cryptographic properties, especially in terms of immunity to fast algebraic attacks, for a large family of 2k-variable functions which has a form as
where φ is a Carlet-Feng function from F 2 k into F 2 and ψ and ϕ are Boolean functions from F 2 k into F 2 . The balanced function recently proposed by D. Tang et al. [18] , which has a form as φ(xy) + (x 2 k −1 + 1)ψ(y), is contained in this class.
II. PRELIMINARY
Let F 2 denote the binary field and F n 2 the n-dimensional vector space over F 2 . An n-variable Boolean function is a mapping from F n 2 into F 2 . Denote by B n the set of all nvariable Boolean functions. An n-variable Boolean function f can be uniquely represented as its truth table, i.e., a binary string of length 2 n ,
The support of f is given by supp(f ) = {x ∈ F n 2 | f (x) = 1}. The Hamming weight of f , denoted by wt(f ), is the number of ones in the truth table of f . An n-variable function f is said to be balanced if its truth table contains equal number of zeros and ones, that is, wt(f ) = 2 n−1 . The Hamming distance between n-variable functions f and g, denoted by d(f, g), is the number of x ∈ F n 2 at which f (x) = g(x). It is well known that d(f, g) = wt(f + g).
An n-variable Boolean function f can also be uniquely represented as a multivariate polynomial over F 2 ,
called the algebraic normal form (ANF). The algebraic degree of f , denoted by deg(f ), is defined as max{wt(c) | λ c = 0}.
Let F 2 n denote the finite field GF (2 n ). The Boolean function f considered as a mapping from F 2 n into F 2 can be uniquely represented as
where
wt(i),
Many properties of Boolean functions can be described by the Walsh spectra. For
The Walsh transform of the Boolean function f is an integer valued function over F n 2 which is defined as
The nonlinearity of f , defined as the minimum Hamming distance between f and the set of affine functions, can be given by
A high nonlinearity is one of the most important cryptographic criteria.
The algebraic immunity of Boolean functions is defined as follows. Maximum algebraic immunity of n-variable Boolean functions is n 2 [7] . Definition 1: [16] The algebraic immunity of a function f ∈ B n , denoted by AI(f ), is defined as
If there is a nonzero Boolean function g with degree at most e such that the product gf has degree at most d, with e small and d not too large, then the Boolean function f is considered to be weak against fast algebraic attacks. The exact values of e and d for which a fast algebraic attack is feasible depend on several parameters, like the size of the memory and the key size of the stream cipher [6] , [12] .
Theorem 1: [15] Let f ∈ B n . If deg(f ) < n, then for e < n/2 such that n−1 e ≡ 1(mod 2), there exists a nonzero function g with degree at most e such that the product gf has degree at most n − e − 1. Further, if n = 2 s + 1 and deg(f ) < n, then there exist a positive integer e < n/2 and a nonzero function g with degree at most e such that the product gf has degree at most n − e − 1.
If deg(f ) = n, then for e < n/2 such that n−1 e ≡ 0(mod 2), there exists a nonzero function g with degree at most e such that the product gf has degree at most n − e − 1. Further, if n = 2 s and deg(f ) = n, then there exist a positive integer e < n/2 and a nonzero function g with degree at most e such that the product gf has degree at most n − e − 1.
The bounds of Theorem 1 can be achieved by Carlet-Feng function and modified Carlet-Feng function (see also [15] ).
Definition 2: Let f be an n-variable Boolean function. The function f is said to be almost perfect algebraic immune (APAI) if for any positive integer e < n−1 2 the function f admits no nonzero function g of degree at most e such that gf has degree at most n − e − 2.
From the above definition, an APAI function has at least sub-optimal algebraic immunity (i.e. AI ≥
A. Immunity of Boolean functions against fast algebraic attacks using bivariate polynomial representation
In this section we focus on the immunity of Boolean functions against fast algebraic attacks using bivariate polynomial representation.
Let
Let f, g, h be 2k-variable functions and g be a function of algebraic degree at most e satisfying that h = gf has algebraic degree at most d, where e < k and e ≤ d. Let
be the bivariate polynomial representations of f , g and h respectively. For (a, b) ∈ W d , we have h a,b = 0 and thus
The system of Equations (2) on g u,v 's is homogeneous linear. Denote by B(f ; e, d) the coefficient matrix of the equations, that is,
The size of the matrix is
i . Theorem 2: Let k, e and d be positive integers such that e < k and e ≤ d. Let f ∈ B 2k : F 2 k × F 2 k → F 2 and B(f ; e, d) be the matrix defined as (4). Then there exists no nonzero function g of degree at most e such that the product gf has degree at most d if and only if the matrix B(f ; e, d) has full column rank.
Proof: See [13] . The theorem shows that AI(f ) > e if and only if the matrix B(f ; e, e) has full column rank.
III. THE FUNCTIONS
Let k be a positive integer and α a primitive element of F 2 k . Let φ be a univariate polynomial over F 2 k and
Since φ 2 ≡ φ(mod(x 2 k − x)), φ is a Boolean function. From the above representation we can see that the algebraic degree of φ is equal to k − 1. Applying x∈F * 2 k x = 0 gives φ(1) = φ(α) = 1 and φ(x) + φ(αx) = 1 for x ∈ F 2 . Therefore, the support of φ is {1, α, α
The function φ(αx) + 1 is equal to log α x, where log α 0 = 1, and the support of the function φ(α 2 x 2 ) + 1 is {0, 1, α, α 2 , · · · , α In this section, we study the 2k-variable Boolean function (6) where φ is the function defined as (5), and ψ and ϕ are Boolean functions from
Example 1: Let k ≥ 2 and m ≤ 2 k−2 be positive integers. Let ψ be a k-variable function whose support is {β l , β l+1 , · · · , β l+2m−1 } and ϕ be any k-variable function with Hamming weight of 2 k−1 − 2m, where β is a primitive element of F 2 k . Then ψ and ϕ satisfy (7).
Example 2: Let k ≥ 3 be an integer. Let ψ be a k-variable function whose support is {β
and ϕ be a k-variable function whose support is {γ
and ϕ be a k-variable Bent function, where β is a primitive element of F 2 k . Then ψ and ϕ satisfy (7).
A. Bivariate polynomial representation and algebraic degree
Hereinafter, denote φ 0 = φ 2 k −1 = 0 and
i=0 ϕ i x i be the univariate polynomial representations of ψ(y) and ϕ(x) respectively,
F ij x i y j be the bivariate polynomial representation of F (x, y). Then we have
We can see that the algebraic degree of F is equal to 2k − 1 since max{deg(ψ), deg(ϕ)} = k − 1.
B. Immunity against algebraic and fast algebraic attacks Theorem 3: Let k ≥ 3. Then the 2k-variable function F defined as (5) is APAI. That is, for any positive integer e with e < k, there is no nonzero function g ∈ B 2k with deg(g) ≤ e such that deg(gF ) ≤ 2k − e − 2.
Proof: See [13] . The theorem shows that the function F achieves optimal algebraic immunity. The same proof of Theorem 3 gives that for k = 2 m t + 1 with t > 1 odd, if k − 2 m − 1 ≤ 2014 IEEE International Symposium on Information Theory max{deg(ψ), deg(ϕ)} < k − 1, then the function F is also APAI. In this case, however, the algebraic degree of F is equal to 2k − 2. Remark 1: Since the balanced function f 2 proposed in [18] is a special case of functions defined as (5), it is also APAI.
C. Nonlinearity
Lemma 1: Let k ≥ 3. Let φ be the k-variable function defined as (5) and Φ the 2k-variable function φ(xy). Then
Proof: See [13] . In [18] , the function Φ(x, y) = φ(xy) was proved to have nonlinearity > 2 2k−1 −( k ln 2 π +0.42)2 k −1. Lemma 1 improves the previous result by a difference of about 0.16 · 2 k . Theorem 4: Let k ≥ 3. Let F be the 2k-variable function defined as (6) . Then F is balanced and
Proof: See [13] . To compared the function F with the function φ (in terms of 2k variables), we focus on the nonlinearity of φ. In [4] , C. Carlet and K. Feng showed that the nonlinearity of φ is more than 2 n−1 + [4] and [18] , the following theorem gives a new bound which improves the previous result by a difference of about 2 n 2 −2 . Theorem 5: Let n ≥ 3. Let φ be an n-variable defined as (5) . Then
Proof: See [13] . First we compare the lower bound on the nonlinearity of the function F defined as (6) with the function φ and the function f 2 constructed in [18] . Denote by N φ , N f2 and N F respectively the lower bounds on the nonlinearity of φ, f 2 and F . We list in Table I these lower bounds for n from 6 to 18. From this table, one can see that N F is better than N φ and a little smaller than N f2 . We should point out that the function even equal to that of Φ while any function with a form as φ(xy)+(x 2 k −1 +1)ψ(y), e.g. f 2 , always has a strictly smaller nonlinearity than Φ.
From the mentioned above, the function F has a good lower bound on nonlinearity and a very good nonlinearity, and provides a trade-off between the exact nonlinearity and the lower bound on nonlinearity.
IV. CONCLUSION
In previous literature, only Carlet-Feng function was proven to have good immunity against fast algebraic attacks. In this paper, it was proven that another family of balanced Boolean functions are almost perfect algebraic immune. The functions of this family also achieve almost all the other main cryptographic criteria, including balancedness, optimal algebraic degree and high nonlinearity. The lower bound on nonlinearity of Carlet-Feng function was also slightly improved. Even compared with this new lower bound, the functions of the new family have a better lower bound. The computer experiments for 3 ≤ k ≤ 9 shows that the nonlinearity of such functions are very close to the maximum nonlinearity of Carlet-Feng function, and sometimes better than Tang et al.'s function.
